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foreword

T echnology is changing the 
world at a pace faster than ever  

before.
the growth of computing power 

and the internet, combined with the 
spread of social media and the 
development of novel manufacturing 
techniques, has created extraordinary 
opportunities for business development, 
particularly in the past decade.

For all of the positive elements such 
changes have brought there are also 

Even the smallest company can become a 
global player quickly, and crowd-funding 
can turn bedroom-based businesses into 
bona fide enterprises almost overnight

Brave new world
The advent of technology has created 
amazing opportunities for businesses,  
that is if they are able to keep up

some negatives and challenges, as large 
corporate businesses need to find 
flexibility in order to embrace some of 
these developments. 

as such, competition is increasing 
and becoming less predictable as 
established market dominance is 
shifting as never before. nowadays, 
even the smallest company can quickly 
become a global player quickly, and 
crowd-funding can turn bedroom-
based businesses into bona fide 
enterprises almost overnight.

this guide aims to review some of  
the major current technological 
developments and assess how they might 
benefit, disrupt or threaten large 
corporate businesses around the world. 

it also considers how companies 
can best embrace these changes or 
adapt to mitigate some of the inherent 
risks they create.

these are challenging and exciting 
times for businesses and the focus of 
this guide is firmly on the future, 
whatever it might bring.
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editor, StrategicRISK
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Cyber

Stay one step ahead  
of the hackers

C yber risks are growing and 
changing rapidly. no longer only 
an iT department or security 

issue, cyber risk is now an enterprise-
wide risk management issue. 

“The advent of the digital world and 
the inherent connectivity of people, 
devices and organisations open up a 
new playing field of vulnerabilities,” 
says Mark brown, executive director of 
cyber security and resilience at ey. 

“every day, hackers are working on 
new techniques to breach the security of 
organisations with the aim of causing 
damage, accessing sensitive data and 
stealing intellectual property. in an 
ongoing cycle, as old sources of cyber 
threat fade, new sources are increasingly 
emerging to take their place.”

anticipating and preparing for a 
cyber attack are imperative components 
for organisations to stay ahead of cyber 
criminals. “To get cyber security right, 
the first step is to activate available 
defences and get the foundations right,” 
says brown. “such defences are not only 
technical software solutions but a 
mixture of governance, risk, compliance, 

people, process and technology, all of 
which should be aligned to business 
needs and strategies.” 

The next stage is to adapt cyber 
security to be more dynamic, better 
aligned, and integrated into key business 
processes, formally embedding itself 
within the business. “once these two 
aspects have been delivered comes the 
real opportunity: the chance to anticipate 
and get ahead of cyber crime,” says brown. 

“in the meantime, the threat 
landscape is rapidly expanding, the 
power of cyber criminals is growing and 
organisations are still struggling with a 
number of roadblocks.” SR

As the sophistication of cyber criminals grows in leaps and bounds,  
the onus is on businesses to anticipate and block their attacks
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R ecent history is littered with 
examples of corporate titans humbled by 
cyber attacks, whether through the theft 

of customer credit card data, privacy exposures or 
the public humiliation of having their homepage 
or Twitter feed defaced. Some firms still feel their 
risk of falling victim to a cyber attack is low. How-
ever, in reality, all firms are now viable targets for 
cyber criminals, whether through the exposure of 
their corporate secrets or a privacy breach. 

As the cyber threat has evolved, so has the 
corporate response: first came cyber security and 
antivirus, anti-malware software; later came the 
growth of cyber insurance as the scale of the 
problem grew and grew and firms began to look 
at risk transfer.

A point has now been reached where it is 
important to pan back and take a look again at the 
risk in its totality. These days, businesses are 
ready for a version 3.0 response to the risk. Cyber 
security risk is not only a technology issue. It takes 
an enterprise-wide effort to prevent attacks and to 
mitigate damage when they happen. The technol-
ogy to prevent attacks is very effective, but the 
human factor or human error is a common thread.

Insurance carriers are beginning to partner 
with leading cyber security experts that special-
ise in the many components necessary to help 
clients monitor, mitigate, and manage the 
dynamic nature of cyber risk in addition to the 
financial protection and expert incident response 
needed after one occurs. 

For example from a risk consultation and pre-
vention perspective, AIG has recently partnered 
with K2 Intelligence, RiskAnalytics, BitSight Tech-
nologies, RSA (the security division of EMC), Axio 
Global, and IBM to offer insureds access to the 

Mark Camillo,  
head of cyber, EMEA, at AIG

pre-breach threat intelligence, governance tools 
and latest best practices to help gain a holistic 
understanding of their cyber security exposure. 

Clients have access to a web-based training 
and compliance platform to help build a culture 
of security through strong company policy and 
employee awareness; customised intelligence on 
the deep web and dark net chatter about the 
organisation; insight into its cyber security  
posture ratings; identification of key functional 
areas of improvement to achieve an improved 
cyber security risk posture; security  
vulnerability scans; and more.

Risk managers need to work with other key 
stakeholders across their organisation and their 
broker to build an end-to-end risk management 
cyber security risk management solution and 
obtain the kind of cover that not only helps them 
after the event, but provides access to education 
and tools that enhance existing security practices 
already developed by the IT department. 

However, a data breach not only causes 
damage that needs fixing, it can also cause net-
work interruption. Thus, some firms are already 
looking to purchase extensions that cover the 
income loss stemming from systems failure 
caused by attacks or viruses, as well as those 
arising from internal failures, such as a patch 
that failed or an inability to access cloud services.

The threat of cyber attack continues to evolve 
and grow as do the protection and education pro-
vided by insurers, cyber security experts, and 
brokers. Risk managers need to constantly work 
with key internal stakeholders and their broker 
to craft a specialised enterprise-wide solution 
that prevents and mitigates damages of a cyber 
attack for the organisation. 

Cyber security takes an enterprise-wide effort
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Cyber

The human factor 

W hen it comes to cyber 
risk, firms consistently over-
look one critical vulnerability: 

their employees. exploiting this  
weakness is key to a successful attack. 

For example, hackers use clever tricks 
to convince staff to reveal key pieces of 
information they will be able to exploit to 
gain further access to the network. 

this can be done by tricking people 
into either downloading some malware 
or giving information away on a website.

“the problem is that many businesses 
respond to this threat by saying, ‘We must 
train employees better,’ but the trouble is 
this is often not very realistic,” says 
Professor m Angela sasse, ucL’s head of 
information security research and 

director of the science of cyber security 
research institute. 

“For example, how can you tell people 
not to click on embedded links when part 
of their job might entail clicking on those 
links for legitimate business? Also, how 
much time can you expect your 
employees to spend studying a urL 
before they click on it to make sure that 
it’s oK? they have to get on with the job 
that they are paid for, right?

“so, when i go into businesses i ask: 
‘Are links important to your company? if 
they are, then you can’t expect people not 
to click on them.’”

the problem with many cyber 
security policies is that they forget that 
businesses exist primarily to generate a 
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profit. This consideration has to be at the 
heart of any cyber security strategy. 

Busy staff
“It is impossible to expect people who are 
working hard – and most people have 
time constraints and too much to do – 
who are also not security experts, to 
disrupt their primary task and pay all 
their attention to these things,” says 
Sasse. “That would ruin most businesses 
from a productivity point a view.

“Many businesses are currently not 
supporting their employees properly and 
they think that they can just dump this 
responsibility on them. 

“There is an unfortunate tendency 
among security specialists to think that 

humans are at fault for not spending all 
their time looking at security issues. 
However, in reality, it is ridiculous to 
think that the average person has the 
time and capacity to do this. 

“People are sensitive to their 
productivity being compromised.” »

‘There is an unfortunate tendency among 
security specialists to think that humans 
are at fault for not spending all their time 
looking at security issues’ 
Angela Sasse, uCL
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Cyber

Given this reality, the challenge is to 
design systems that can deal with risk 
and the need to be efficient while taking 
human fallibility into account. 

“If firms expect their staff to make 
security decisions, then these have to be 
straightforward,” says Sasse. “They have 
to have simple rules that can apply across 
the board. All too often, staff have to 
evaluate whether certain rules apply in 
certain situations and it’s too much. If this 
approach was taken to health and safety, 
the health and safety officer would say 
that this was not acceptable.”

Management trends
The situation is becoming more critical 
in part because of trends in 
management. For a long time, cyber 
security was seen as the preserve of the 
IT department, but in recent years this 

responsibility has shifted towards the 
entire enterprise. Although this 
approach can be effective, Sasse also 
warns of potential problems.

“With this approach, there can be a 
kind of tacit complicity by management 
in the tendency of employees to put their 
productivity ahead of complicated, long-
winded security measures,” she says. 

“Whether for regulatory reasons, or 
whether it is the ‘industry standard’ to 
offer training for staff and place the 
responsibility on them, if it is taking too 
much time, employers are accepting  
– perhaps without admitting it out loud – 
that their employees will cut corners to 
get things done, because they can’t afford 
to get an order out late or upset a  
key customer.

“Security rules must become an easy 
habit. If they don’t become second nature, 
they won’t work, and far too many policies 
are just not workable.”

Sasse cites the example of a hospital 
where it might take 45 minutes for a 
caregiver to log on to the system in the 
morning. “That just won’t happen,” she 
says. “They don’t have 45 minutes. Instead, 
the first person in will log on and 
everyone else will use their log in for the 
rest of the day – with all of the security 

‘Employers are accepting – perhaps without 
admitting it – that their employees will cut 
corners, because they can’t afford to get an 
order out late or upset a key customer’ 
Angela Sasse, UCL

»
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problems that can cause, and the total 
loss of any hope of an audit trail.”

Dialogue needed
Rather than take a top-down approach, 
Sasse argues that staff need to be involved 
in developing security measures – and 
listened to when they give feedback. 
“There needs to be a co-design process,” 
she says. “There needs to be dialogue. All 
too often, measures are suggested and 
designed by security experts who do not 
look at how these will work out in practice. 

“The business owners should also set 
performance goals for the security people, 
[such as] that a process doesn’t take more 
than eight seconds or similar. Where this 
happened, the security people do respond 
to this.” 

Sasse advises is to ask employees 
what the biggest sources of friction are in 
respect of technology and working 
practices. Then, the findings should be 
taken to the security people and a 
demand be made to find a better way of 
handling the problem.

“Get the security people involved in 
the business,” says Sasse. “The best 
security experts are already doing this; 
they understand their role is to be a 
business enabler, not merely thinking 

about risks but how to make things run 
better and increase productivity.”

A well-designed security system can 
offer many business advantages. It may 
enable them to operate in more ‘risky’ 
environments because of improvements 
in the way their security is managing 
risk. It can also help in the way they 
interact with customers. 

“Perhaps [customers] are not using 
services offered through a PC, because 
they find the security arrangements too 
complex,” says Sasse. “By talking to them, 
it can become apparent that with a phone 
app, a greater degree of security and ease 
of use can be achieved, because the 
customer has more confidence there.

“Organisations may have been relying 
on a password for security. This can be a 
good system – if used frequently. However, 
if people don’t access the product every 
day, they may find it hard to remember a 
password and frustrating as a result. 
Instead, perhaps something graphical, 
picture-based or biometric might be 
better. It is vital to think around the 
problem to get results. 

“In the future, more situations will 
arise where the customer won’t have to do 
anything and security will recognise 
them by their devices.” SR
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RANSOMWARE

Pay up or we paralyse 
your business

R ansomware is an increas-
ingly common threat whereby 
hackers and criminals take pos-

session of data through encryption and 
threaten to release or destroy it unless 
their demands for money are met. 
although it originated in the 1980s, since 
2012, the phenomenon has been ampli-
fied. “This is due in part to the increasing 
monetisation of cyber crime,” says gareth 
evans, director at security consultancy 
Kcs is.

“rather than thinking of cyber crime 
as hacking, as kids in their basement 
doing this for fun, [this should be recog-
nised] as something undertaken by 
organised criminals to make money.”

companies spent an estimated $114bn 
(€102bn) dealing with malware-related 
cyber attacks in 2013, according to 
research by microsoft and the iDc. The 
study states that losses caused by data 
breaches may be as high as $350bn.

often, criminals exploit security loop-
holes with the aim initially of stealing 
intellectual property or data and selling 
that on. However once the information 
has been sold, the money pot has run out. 

ransomware is another way of keeping 
the funds coming in.

“it takes some effort to get this kind of 
malware past corporate security and on 
to systems and so criminals want to  
maximise their profits,” says evans.

“once they have sold what they have 
copied and stolen, they will somehow 
encrypt or put that data beyond use  
– effectively denying a company access to 
its own data – unless, of course, the board 
decides to pay.

“To accomplish this, criminals use 
highly sophisticated algorithms, which 
are very resistant to cracking.”

as good as their word
The key to the continued success of these 
attacks, says evans, is that when the 
ransom is paid, the criminals are as good 
as their word: the data is released and the 
company can carry on as normal. 

“By doing this, they encourage people 
to pay,” he adds. “when word gets around 
that if you pay, you will be all right and 
you will get the keys to the digital safe 
back, companies will hand over money 
more freely.”

By infecting a system with ransomware, criminal  
gangs can ‘kidnap’ a company’s own data


